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Disaster Recovery 
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A disaster recovery (DR) plan aims to provide a way for 
organizations to minimize the effects of a disaster and 
return to normal operations as quickly as possible. In the 
planning stage, Infrastructure and Operations (I&O) 
leaders should identify and categorize all mission-critical, 
business-critical, and non-critical systems. 

They should then determine the steps needed to protect 
each systems category, commensurate with its level of 
importance to the organization. An effective disaster 
recovery plan may be the difference between business 
failure or survival after a disaster. Key elements of disaster 
recovery planning include the following:

It is critical to have a solid disaster recovery strategy in place to recover 
from a catastrophic event. According to a recent Gartner survey, 86% of 
I&O leaders self-assessed their recovery capabilities as meeting or 
exceeding CIO expectations. Yet only 27% consistently undertook three 
of the most basic activities underlying a sound DR program—formalizing 
scope, performing a BIA to get business requirements, and creating 
detailed recovery procedures. This white paper is intended to provide 
insight into robust DR planning and recovery processes.

Disaster Recovery Planning Process
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■  Establish a Disaster Recovery Team – The disaster
recovery Team (DR Team) will manage the
development, implementation, and maintenance of an
organization’s disaster recovery strategy and develop a
plan to handle a disaster or failure. The team’s role is to
ensure minimal disruption of business operations by
assuring a reliable and sound backup system,
minimizing the risk of delays, and ensuring maximum-
security levels are supported. Additionally, the team
will aid in the speedy restoration of operations and any
other actions which are part of the disaster recovery
plan. The team should comprise key personnel from
each business unit, IT managers, and IT subject matter
experts (SMEs).

■  Perform Risk Assessments – The DR Team should
prepare a risk and business impact assessment (BIA) 
that includes a range of disasters, including natural, 
man-made, and technical events. The assessment will 
help the group determine the actions and resources 
needed to recover from a disaster within an 
acceptable and predetermined timeframe. To prepare 
an adequate emergency response, the DR Team must 
consider all threats to business operations and their 
potential impact, and enact action plans. The 
assessment should cover the worst-case scenario 
associated with each conceivable threat and estimate 
its corresponding financial impact. The more disruptive 
a system's failure could be be to the business, the 
more critical it is, and thus the more resources will 
have to be distributed to restore it.

■  Establish Priorities for Systems – It is essential
to analyze all the systems in the organization and 
decide which of them are driving business, generating 
revenue, and are critical to staying operational. The 
DR Team should develop a risk assessment for each 
system based on a diff erent disaster scenario. The 
assessment should assign a priority level, defi ne 

a Recovery Point Objective (RPO), Recovery Time 
Objective (RTO), and types of disaster recovery sites. 
Systems should be grouped into the following tiers:

■ Mission-critical systems: failure will halt an
entire operation or business (e.g., an electric
power system or a ticket reservation system)

■ Business-critical systems: failure will affect
business continuity (e.g., a financial or
messaging system)

■ Non-critical systems: failure will have a minor
effect on productivity and minimal financial
repercussions

■  Develop a Disaster Recovery Plan – For each
category, develop a recovery plan with detailed steps
and processes for dealing with various disaster
scenarios. The plan should cover backup and off -
site storage procedures for each system based on its
priority level. Organizations should implement a
standardized disaster recovery plan format to capture:

■ Detailed steps and information, including team
member names

■ Each team member’s responsibilities and
contact information

■ Key people to contact in an expected system
downtime

■ Action plans
■ Escalation procedures

A standardized disaster recovery plan format will 
ensure consistency and allow for ongoing 
maintenance of the plan. Disaster recovery planning is 
a continual process as risks, disasters, and 
vulnerabilities are constantly evolving and changing.  



■  Develop Testing Criteria and Procedures –
An organization’s DR plan must be thoroughly tested
annually (by performing comprehensive disaster
recovery exercises). Testing will prove the efficacy of
the disaster recovery strategy and its implementation.
Without consistent testing and optimization, disaster
recovery is still a technological hypothesis that does not
account for the contingencies of a real emergency.
Therefore, the DR Team should regularly update the
plan to accommodate changes in business processes,
technology, and evolving disaster risks.

■  Create Data Backup and Retention – An RPO and RTO
should define each system’s data backup and retention
policy. A backup policy should detail the frequency

of both full and incremental backups, the storage of 
backups, encryption details, etc. The retention policy 
should describe the timeframe for which data will be 
kept, archival rules, access, etc. The DR team should 
implement a backup and retention policy for each 
system.

■  Test the Disaster Recovery Plan – Disaster Recovery
exercises are designed to reveal gaps in plans and
preparedness so that organizations can perform
mediations before a real emergency strikes. DR
exercises also help organizations demonstrate their
ability to recover when a real disaster hits. Procedures
to test the plan and lessons learned from the disaster
recovery exercise should be documented.

Disaster Recovery Planning Process (Continued)
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Tabletop Review

Exercise Goal:
■  Ensure everyone in the organization knows what they are
supposed to do in case of an emergency
■  Uncover any inconsistencies and missing information

Exercise Process:
■  Sit around a table, walk step-by-step through the plan and 
validate  that it  is complete and up to date

Parallel

Exercise Goal:
■ Recovery team validates RPO and RTO
■ Validates system integrations, IP whitelisting, etc.

Exercise Process:
■ Recovery systems are built on disaster recovery sites and

tested to see if they can perform actual business transactions
■ Primary/production systems still carry the full production workload 

Full Scale

Exercise Goal:
■  Complete validation of disaster recovery plan

Exercise Process:
■  Actual production data and environment are used to test 

the DR plan
■  Recovery is real-time

Types of Disaster Recovery Exercises
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The RPO and RTO are two critical parameters that defi ne 
a disaster recovery plan. They are often related directly to 
service level agreements (SLAs) which may be regulatory 
requirements for data recovery.

What is RPO?
RPO is a measure of backup regularity or the last point-in-
time in which systems can be recovered. If a disaster 
occurs between backups, it shows the amount of data that 
will be lost and must be re-entered after an outage. 

RPO Example:
If the system performs data backup every day at noon and 
a disaster occurs at 6 P.M., the company will lose six 
hours’ worth of data.

Senario 1.   Company’s RPO is 24 hours—the
company is still within the parameters of the 
Business Continuity Plan.

Senario 2.   Company’s RPO is 4 hours—the company
will be severely aff ected by this event.

What is RTO? 
RTO is the time it takes to recover the system after 
a disaster or an indicator of how long it will take to get 
business operations back to normal after an outage or 
interruption. 

Key Elements of Planning

Time
RPO

Latest System Backup

Time of Disaster

Data Loss

System Restored

RTO

System Down Time
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Defi ning the right RTO and RPO values for the system 
depends on many factors, and there is no one-size-fi ts-all 
metric. Below are some of the factors to consider while 
deciding upon RPO: 

■  System classification into the mission-critical, 
business-critical, and non-critical buckets should have 
a defined recovery time and point objective (RTPO) 
value according to predefi ned SLAs.

■ Maximum tolerable amount of data loss that a 
business or organization can sustain.

■ The cost of data loss and lost operations due to a 
system failure and the cost per hour of an outage.

■ System restoration steps and processes needed to 
recover from a disaster.

■ The cost of implementing disaster recovery solutions.

operate like a production system as warm sites are not 
equipped in the same way. Data synchronization between 
the primary and secondary sites is performed daily or 
weekly, resulting in minor data loss in a disaster scenario.

Hot Site 
A hot site is a fully functional backup site, or a mirrored 
copy of the production system. Hot sites are typically 
located far enough from the production center to decrease 
the possibility of a hot site being aff ected by the same 
disaster as the primary site.

How to Defi ne the Right RTO and RPO Values for the System?

Types of Disaster Recovery Sites?
There are three types of backup sites: cold sites, warm 
sites, and hot sites.

Cold Site
A cold site is the simplest type of disaster recovery site 
and does not have any storage or servers. The biggest 
disadvantage of a cold site is the inability to confi rm its 
workability until a real disaster strikes.  

Warm Site
A warm site is in between a cold and hot site. A warm 
site contains all the elements of a cold site but cannot 

All employees should be informed of and understand the plan and their responsibility if a disaster occurs.

Cold Site Warm Site Hot SiteCold Site Warm Site Hot SiteCold Site Warm Site Hot SiteCold Site Warm Site Hot Site

Network Connectivity Not Enabled Enabled Enabled

Equipments
Little or no hardware equipment 

installed
Necessary hardware equipment 

already pre-installed
Mirrored copy of the production 

Data Synchronization Not Enabled Daily/ Weekly Real Time

Failover Readiness Not Ready Hours/ Days Hours/ Days

Data Loss High Partial No

Solution Price Cheap Cost Effective Expensive

DR Implementation Noncritical System Business critical System Mission critical System

Not Enabled

Little or no hardware equipment
installed

Not Enabled

Not Ready

High

Cheap 

Noncritical System

Enabled

Necessary hardware equipment
already pre-installed

Daily/ Weekly

Hours/ Days

Partial

Cost Effective

Business critical System

Enabled

Mirrored copy of the production

Real Time

Hours/ Days

No

Expensive

Mission critical System
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Disaster Recovery Plan Template
1.  Define Goals and Scope - Identify business goals 

and associate them with the systems in scope. Supply 
system classifi cation details, respective RPO and RTO 
requirements, and any assumptions needed to 
successfully failover the system to the alternate site.

2.  Define Concept of Operations - Supply an 
overview of the three phases of the plan (Activation 
and Notification, Recovery, and Reconstitution) and a 
description of roles and responsibilities of the DR Team 
personnel during plan activation.

A. The System Architecture and Functionality section 
will describe the system architecture, functionality, and 
system integrations.

B. The Data Backup section describes the types of

backups, their frequency, a schedule of backups, 
and where they are stored. 

C. Define responsibilities and present the overall 
structure of the DR Team. Also, provide an overview of 
team members and responsibilities in a disaster 
recovery situation. Designate teams and team 
members for specifi c response and recovery roles 
during disaster recovery plan activation.

Following a three-phased approach will ensure that 
system recovery and reconstitution efforts are 
performed in a methodical sequence. Such an approach 
will maximize the effectiveness of these efforts and 
minimize system outage time due to errors and 
omissions.

The System Recovery Phases are:

Activation and
Notification Phase Recovery Phase Reconstitution Phase

■ Phase activates after an
outage which is beyond
system RTO.

■ System stakeholders
and users are notified.

■ Thorough outage
assessment is performed
for the system.

■

■

Phase details activities and 
recovery procedures. 
Phase includes notification 
and escalation procedures 
for communication of 
recovery status to system 
stakeholders and users.

■ Phase defines validation of 
the system capability and 
functionality at the 
alternate location.

■ Deactivation of the plan 
includes activities to notify 
users of systems 
operational status.
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Disaster Recovery Plan Template (Continued)
3.  Defi ne Recovery Procedure (DRP) - The recovery

procedures provide formal recovery operations that
begin after activation of the DRP, notifi cation of
personnel, and mobilization of the DR Team. Recovery
Phase activities focus on implementing recovery
strategies to restore system resources and resume
operational capabilities at the alternate location.
Recovery procedures for a system are based on the
type of disaster. A complete rebuild would be needed
for a complete failure due to a natural disaster on the
recovery site. It is important to prove how the data
is to be recovered from secondary sites and how to
re-establish the original site, the systems, and the
operations to a best state. Recovery procedures consist
of the following components:

■  Sequence of Recovery Activities: documents the
recovery activities and people or team responsible for
each activity.

■  Disaster Recovery Failover: describes the steps to
switch from production to the disaster recovery
environment. These steps take place on the servers
in the alternate site, assuming that the production
environment in the primary site is completely
unavailable.

4.  Defi ne Reconstitution Process - Reconstitution
is the process by which recovery activities are
completed and normal system operations are resumed.
The activities in this phase can also be applied to
preparing a new alternate location to support system
disaster recovery requirements. A determination
must be made on whether the system has undergone
signifi cant change and will require reassessment and

reauthorization. This phase consists of two major 
activities: confirming successful reconstitution and 
deactivation of the DR plan:

■  Validation Testing is where the organization performs
regression testing to ensure all functionalities are
working as designed.

■ Data Backup, following recovery, should ensure that
the system is fully backed up and a new copy of the
current operating system is stored for future recovery
eff orts.

5.  Failback to Primary Site - After the primary data
center is again operational, steps to return to the 
primary site must be defined and documented. The 
migration task must be outlined (per task) and 
executed in the sequence presented to support an 
efficient migration effort. The approach is to shut down 
the secondary site, copy, and move the copy over to 
the primary site region.

Conclusion
When developing any disaster recovery strategy, 
organizations should always ensure that it is aligned with 
core business objectives. Using these as a guide, I&O 
leaders can find and address process and technology 
gaps that impact DR capabilities, and accurately 
determine how to prioritize and protect all systems in the 
event of an emergency. In a business landscape defined 
by rapid disruption and a growing reliance on 
technology, the unthinkable isn't so uncommon. While 
some organizations seem content to wait for the next 
disaster to strike, prescient leaders who aren't afraid to 
plan for the worst will be best equipped to bounce back 
when it does.
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